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Your Data is Valuable;
Can You Protect it From

CYBER THREATS?

By Kerri Wachter
Staff Writer

“We haven’t had a cyberattack, so we don’t need to
worry aboutdata security.”

“We see hundreds of cyberattacks every day. We're
analyzing them and we're stopping them.”

Blood centers can suffer from atleast two common
mindsets when it comes to datasecurity: They can
think theyare toosmalland/or their dataisnot
valuable enough to attract cyber criminals OR that
theyare on top of the problem and it cannothappen to
them. Wrong.

The cyberattack thathit the United Kingdom’s
National Health System (NHS) in May 2017 made
headlines around the world. The
“WannaCry” virus behind the attack
affected more than 200,000 computers
inmore than 100 countries'. The virus
affected more than one-third of the
236 NHS trustsin England and 595
general practitioner (GP) practices?.
Patientappointments and procedures
were cancelled by the thousands, and
emergency patients were rerouted in five
areasto other emergency departments
notinfected by the malicious virus.

While NHS reported that no patient datawas stolen
or otherwise compromised, the scale of the incident
raised questions worldwide about the security of
health care information.

The sheer number of attempts — through phishing

emails, infected websites and outside devices— make
itverylikely thatan organization willfall victim to a
cyberattack—ifithasnotalready. It can happen to
anorganization of any size. Scarier still, you maynot
even knowthatyouhave been hit.

Your money or your life
Whatis it that makes blood banks an enticing

target for cyber criminals? It turns out that the kind

ofinformation contained in health carerecords can

be much more attractive to certain criminals than

even financial information. “That datais worth alot of
money,” according to Mike Simon, president
and CEO of CryptoniteNXT, acompany that
provides Moving Target Cyber Defense. “In
fact, health datahas a premium on the black
market. Stealing the records of donorsis
worth alotof money to ‘bad actors.”

Michele Scaggiante, vice presidentand

chiefinformation officer (CIO) of New York
Blood Center echoed this. “Health careis
becoming more and more of a target fora
variety of reasons. Health care information,
especiallymedical records and patient data,

isveryvaluable to criminals. There is more value to

themin attackinghealth care organizations than

financial institutions sometimes.”

Itisthe breadth and depth of datain digital health
records that make them so attractive. “The amount
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ofdatathatexistsinahealthrecord farexceeds that
offinancial records. You can ‘copycat’ a person much
easier with her healthrecord — much easier than with
afinancial record,” Simon said.

Itisnotjust thevalue ofhealth carerecords that
makesblood banks an attractive target. The blood
supplyis avaluable national resource, makingit
vulnerable tobad actors on aninternational scale.
Anation-state could infect ablood bank’s computer
network and wait to activate the program until there is
anurgentneed for blood. The malware could then be
used to shutdown any activities at a specificlocation
orinanentire system.

Bad actors can attack your organization in several
ways. NHS was the target of a ransomware attack—a
malicious computer virus hijacked their systems (and
the information contained within them). The hacker
demanded aransom to “unlock” their systems.

There are several ways for a system to be
compromised by avirus or other malware.

Phishingis arelatively simple, low-cost way to get
into an organization’s computer network, according
to Scaggiante. It can take the form of alegitimate-
looking email that appears to come from an executive
or another employee within an organization. This
approach canbeused to obtain usernames and
passwords or toinstall malicious software viaalinkin
the email. Both allow the bad actor access to systems
and information.

Websites can pose dangers, as well. Users can visit
awebsite—anditdoesn’tnecessarilyhavetobea
malicious website —where malware automatically
downloads onto their computer. “It could be a website
infected with an advertiser that does an automatic
download [of malware] —without the user even
clickingonit,” said Simon. Thisisknown as a drive-by
download.

Itis also possible for someone inside the
organization toload malware into the system with
asimple thumb drive or other device
—in exchange for money or for other
reasons. Thisis an insideattack. For
example, someone could pay ablood bank
employee to plug a USB drive into their
computer —allowing
malware to enter and
propagate into the
system, accordingto
Simon.

“There are two
network weaknesses
that theransomwarein

the NHS scenario were looking to exploit—and these
arevery common to ablood bank scenario—the
abilityto laterally moveand scan,” he said.

Lateral movement means that malware can move
from your computer, printer, mobile or Internet of
Things (IoT) device to other devices on the same
network by stealing credentials or by monitoring the
communication between these devices. Itisameans
of quickly expanding the attack from the initially
infected computer or device throughout your entire
network.

Scanningidentifies the available vulnerabilities
onyour network for cyberattackers to exploit. “A
scanwill give you the devices connected to that
computer and theresources thatare operating on that
computer, including the specific versions of software
applications or an operating system. The device could
be a printer; it could be a computer; it could be ablood
system analyzer.” said Simon.

Simonlikens traditional network protection to
M&Ms—hard on the outside, soft on the inside. This
security approach makes it very hard for malicious
traffic to enter the network with strong perimeter
defenses, while protections on theinside are more
limited. But once malware enters and bypasses
that exterior protection, it is easier for it to move
around inside the network and obtain credentials for
confidential information.

External defenses involve elements like firewalls
(solutions that monitor and controlincoming and
outgoing network traffic), virus protection (software
thatlooks for specific computer code signatures),
multifactoridentification (similar to the verification
codebanks send to customers’ phones when they
loginto the system online), data encryption and staff
security training.

Employee awareness and stafftraining are the
main protections against phishing, said Scaggiante.
“It’snotjust the technical tools that you putin place
and howsophisticated theyare, it'salso the
peoplein the organization and how you keep
them informed and alert about security.”
The combination of technology and staff
awareness and education are the firstline of
defense.

Another element of defense
to addressis “bring your own
device to work” flexibility
thatallows staffto connecta
multitude of outside devices to
anetwork: smart cell phones,
iPadsandlaptops thathave



connected to other networks. These devices are
vulnerable to malicious software because they
connectto several different networks, not all of which
aresafe. Thinkaboutall the people you see connected

to a coffee shop’s Wi-Fi. Then these
devices are brought to work, increasing
the probability that malicious software
is going to getinto your network.
Protectingbad actors from getting

seeking. Ultimately, they can find someone who has
master access to the whole network.

Simon agreed. “Youneed the back-end protection
... [companies] don’trealize that they could stop

99.9% of people clicking on malicious
links, butaslongasone personinthe
organization doesit, that’s allit takes.”
When abad actor does getinto the
network, organizationsneed havea

into the system is not enough though.
“Thesecond front...islookingat
internal activity,” Scaggiante added.
“I'think thatevery person supporting
information security efforts should
assume thatatsome point, somebody
who’s not supposed to be there will get

planinplace to detect it quickly and stop
malicious software from propagating
andreachingsensitive data. Information
technology staffat the New York Blood
Center are using various tools to monitor
and assessinternal activity. These tools
monitor not only information like proper

inside.” user identification and passwords, but other clues
Malware counts on minimal or no internal aswell. For example, auser could access an internal
security protections. Thislack of internal protection system with confidential information using the
iswhatmakeslateral movement possible. Itallows correctID and password, but they’reloggingin
criminals to find a computer and the credentials of from China. Intelligent tools can pick up suspicious

someone who hasaccess to theresources that theyare conditions —login from Chinais notexpected —and

way to
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CYBER PRIMER

Malware: Software that is specifically designed to
disrupt, damage or gain unauthorized accessto a
computer system.

Ransomware: Malware that requires the victim to
pay a ransom to access encrypted files. (This is
what happened to the NHS in 2017)

Phishing: Attempts to gain usernames, passwords
and other sensitive information by pretending to
be a trusted individual. Phishing emails are the
classic example. A criminal is able to send an
email that appears to come from someone in the
organization or another trusted individual. Relying
on this trust, the criminal may gain usernames and
passwords, other confidential information OR may
download malware when the recipient clicks:a'link
in the email.

Drive-by: An automatic download of malware from
an infected website.

Copycat: (1) Using someone else’s personal infor-
mation to pretend to be them for financial or other
gain. (2) Using the same or very similar hacking
signature.

Virus: Computer code that, like a biologic virus,
copies itself once in the network and is harmful to
the system — corrupting the system or destroying
data for example.

Malicious Hacker: Someone with computer exper-
tise, who uses their skills to circumvent network
security, in order to steal and exploit or sell data,
or to vandalize.

Inside Attack: An authorized individual infects
networks with malware.

Lateral Movement: Using connections between
computers, devices and systems to access more

valuable and secure data.

Scanning: |[dentifying connections between com-
puters, devices and systems to move laterally,
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alertIT staff. “Thisis a completely different way of
protecting the company,” said Scaggiante. “Now you
have to basicallylook inside your organization at the
activities thatare happening and determineifthere is
anythingthatyouneed to worryabout.”

Of course, layers of protection and sophisticated
toolsrequire investments and resources, which are
tightin even the largestblood systems today. Blood
banks donothave the samelevel ofresources as
for-profit organizations do. At the same time, the
information theywork with is very valuable. There are
Nno easy answers.

“Youneed to beselective,” Scaggiante said. “You
need to be clever in how you make investments.” At
the New York Blood Center, IT staffare taking arisk-
based approach to identify the weak points and the
highestrisks. “We address those high risks first.”

Technology, like firewalls and antivirus software,
canidentifysuspicious activity butitis crucial for IT
staff to follow up on alerts. Dedicated IT personnel
are essential to prioritize vulnerabilities and devise
solutions. “One ofthe main challenges thatIobserve
whenIam discussingwith otherblood centers this
topic, is thatnot every blood center has the luxury of
aninformation security expert. In terms of resources,
the mostimportantinvestment that ablood center
canmakeistohaveideally a person whoisdedicated
[toinformation security],” said Scaggiante. “Ifnot,
atleasthave apersonintheIT group whoreally
understands information security and can dedicate
agood portion of their time just focusing on whatis
therisk, where is our information, how do we protect
it, how do we monitor itand how do we respond to
threats.”

Whatarewe talkingaboutinreal monetary terms
forbare minimum cyber protection and resiliency
afteranattack? Accordingto Simon, “Iwould say that
anyorganizationthathasanITbudgetin excess of
$10,000 ayear should be able to allocate atleast 25%
ofthatbudget for cybersecurity. Because otherwise
they'rerisking the integrity of their business.”




